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Abstract: In criminal intelligence domain where solution discovery is often serendipitous, it demands techniques to 

provide transparent evidences of top-down and bottom-up analytical processes of analysts while sifting through or 

transforming sourced data to provide plausible explanation of the fact. Management and tracing of such security 

sensitive analytical information flow originated from tightly coupled visualizations into visual analytic system for 

criminal intelligence that triggers huge amount of analytical information on a single click, involves design and de-

velopment challenges. In this research paper, we have introduced a system called “PROV” to capture, visualize and 

utilize analytical information named as analytic provenance by considering such challenges. A video demonstrating 

its features is available online at https://streamable.com/r8mlx. Prior to develop this system for criminal intelligence 

analysis, we conducted a systematic research to outline the requirements and technical challenges. We gathered such 

information from real police intelligence analysts through multiple sessions who are the end users of a large hetero-

geneous event-driven modular Analyst’s User Interface (AUI) of the project VALCRI (Visual Analytics for 

Sensemaking in Criminal Intelligence), developed by using visual analytic technique. We have proposed a semantic 

analytic state composition technique to trigger new insight by schematizing captured reasoning states. To evaluate 

the system we carried out few subjective feedback sessions with the end-users of the project and found very positive 

feedback. We also have tested our event triggered analytic state capturing protocol with an external geospatial and 

temporal crime analysis system and found that our proposed technique works generically for both small and large 

complex visual analytic systems.  
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1  Introduction 

Provenance is a broad topic that has many 
meanings in different contexts. The Oxford English 
Dictionary defines provenance as “the source or 
origin of an object; its history and pedigree; a record 
of the ultimate derivation and passage of an item 
through its various owners.” In scientific experi-
ments, provenance helps to interpret and understand 
results by examining the sequence of steps that led 
to a result; we can gain insights into the chain of 
reasoning used in its production, verify that the ex-
periment was performed according to acceptable 
procedures, identify the experiment’s inputs, and, in 

some cases, reproduce the result. In criminal intel-
ligence it has a greater impact to understand the 
process by which the decision has been made. 
Nowadays the large and complex event-driven sys-
tems around us are computationally intense where 
data flows from one process to another as it is 
transformed, filtered, fused, and used in complex 
models in which computations are triggered in re-
sponse to events. Provenance capturing and repre-
senting to support judgmental process of criminal 
intelligence  

analysis by using such computation systems 
with hundreds of interconnected services that cre-
ates huge volume of data at a single run is a matter 

Received data: 2017-12-04, Revised date: 2018-01-15 
Corresponding author: Kai XU, k.xu@mdx.ac.uk 



第 2 期 Junayed Islam, et al: Analytic provenance for criminal intelligence analysis ·19· 

 

of obvious challenge.   
Wong, et al[1] proposes a three-layer prove-

nance model which describes the relationship be-
tween the provenance and the intelligence process 
i.e, the data provenance, process provenance and 
reasoning provenance. The process and reasoning 
provenance are termed as “Analytic Provenance” at 
it’s broader category. Criminal intelligence analysts 
are likely to benefit from the ability to review the 
way in which the data they collected evolved during 
the intelligence process (data provenance) and from 
the possibility to track back various activities in 
which they engage  (analytic provenance). This is 
likely to help them in dealing with the complexity 
of the intelligence process considering the limited 
capability of the human mind to store all relevant 
details. As explained by Shrinivasan, et al[2] to keep 
track of the data exploration process and insights, 
visual analytics systems need to offer history track-
ing and knowledge externalization to the analyst. 
This will reduce the cognitive overload imposed on 
the analyst and by freeing essential mental resources 
and offering a new perspective on the recorded in-
formation. According to North, et al[3] provenance 
“has demonstrated great potential in becoming a 
foundation of the science of visual analytics”.  

Visual analytics for systematic scientific analy-
sis of large dataset has opened up a new era for 
criminal intelligence analysts to understand the 
process through which a crime or criminal situation 
has occurred. The project VALCRI[4] aims to de-
velop a semi-automated visual analytic system that 
will help find connections in criminal intelligence 
that often humans miss. It’s provenance recording 
system will keep track of analytical reasoning pro-
cesses to minimize human errors. Significant 
amount of research have been carried out to capture 
system specific analytical provenance data into sci-
ence, engineering and medical sectors. A generic 
platform will be beneficial to handle provenance 
information into different visual analytic systems.  

So, this research work aims to contribute to 
following developments for criminal intelligence 
analysis: 

1) A systematic qualitative research approach 
for outlining requirements to capture analytic prov-
enance data and designing underlying system to 
capture those into large complex visual analytic 
system for criminal intelligence analysis.  

2) Visual analytic techniques to utilize captured 
analytic provenance data for insight generation.  

2  Related work 

Significant amount of research have been car-
ried out for developing a usable and manageable 
provenance tracker along with the user interface for 
representation, access to provenance information. We 
describe and summarize few of this research under 
three different areas to focus on. ① Capturing prov-
enance of analysis process. ② Visualizing captured 
information. ③ Utilizing visualized provenance. 
2.1  Provenance capture and management 

Groth, et al[5] developed an implementa-
tion-independent protocol for recording of prove-
nance. They described the protocol in the context of 
a service-oriented architecture and formalize the 
entities involved using an abstract state machine or 
a three-dimensional state transition diagram. To 
track events processing stream provenance for 
workflow driven system, Vijayakumar, et al[6] de-
scribed an information model and architecture for 
stream provenance capture, collection and evaluated 
the provenance service for perturbation and scala-
bility for the LEAD (Linked Environments for At-
mospheric Discovery) project. Prov4J is a semantic 
Web framework for generic provenance, proposed 
by Freitas, et al[7]. This work described a framework 
which used Semantic Web tools and standards to 
address the core challenges in the construction of a 
generic provenance management system. The work 
also discussed key software engineering aspects for 
provenance capture and consumption and analyzed 
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the suitability of the framework under the deploy-
ment of a real-world scenario. Problem of system-
atically capturing and managing provenance for 
computational tasks have been receiving significant 
attention because of its relevance to a wide range of 
domains and applications. Freire, et al[8] have pre-
sented a survey on concepts related to provenance 
management for computational tasks, so that poten-
tial users can make informed decisions when se-
lecting or designing a provenance solution.  
2.2  Provenance visualization 

GeoTime developed by Eccles, et al[9] is a 
commercial geo-temporal event visualization tool 
that can capture a screen shot of the tool and per-
form text or graphical annotation. It also allows us-
ers to construct a report of the analysis. Tableau 
Public offers a story telling feature, which consists 
of several pages or story points, each is a captured 
visualization with annotation. To reuse captured 
states, the Human Terrain Visual Analytics system 
(HTVA) proposed by Walker, et al[10] allows the 
analyst to drag and drop captured visualizations au-
tomatically onto an empty space and add narrative 
to each visualization to build the story. To visualize 
captured information, LifeLines developed by 
Plaisant, et al[11] is a visualization for personal his-
tories, which uses icons to indicate discrete events 
and thick horizontal lines for continuous ones. Typ-
ically, the system begins with an initial state (node). 
When the user performs an action, a new node is 
created for the current state, and a new edge is add-
ed to connect the previous node with the current 
node. VisTrails introduced by Bavoil, et al[12] colour 
codes the background of visualization nodes ac-
cording to when they are created and Aruvi intro-
duced by Shrinivasan, et al[2] uses the length of 
edges to represent the distance in terms of time be-
tween two states. For visualizing the reasoning pro-
cess, the Scalable Reasoning System developed by 
Pike, et al[13] provides a more formal method to 
document the reasoning process. A captured visual-

ization can be added into reasoning space to create a 
node as a miniature and can be tagged as an evi-
dence artefact.  
2.3  Provenance utilization  

SensePath developed by Nguyen, et al[14] is a 
tool for understanding sense making process 
through analytic provenance. SensePath provides 
four linked views of i.e, a timeline view that shows 
all captured sense making actions in temporal order, 
a browser view that displays the Web page where an 
action was performed, a replay view that shows the 
captured screen video & can automatically jump to 
the starting time of an action when it is selected in 
an-other view, a transcription view that displays 
detailed information of selected actions. “Vistories” 
introduced by Gratzl, et al[15] is a visual stories 
based history exploration system by following the 
CLUE (Capture, Label, Under-stand, Explain) mod-
el. This tool has an authoring mode, a provenance 
graph view, a story view for showing the history of 
the analysis and a vistory being created. 

3  Analytical provenance requirements 

Analytical provenance is the means for 
providing insight into data processing operation in 
question. So, for criminal intelligence analysis it is 
one of the best means to provide necessary support 
to explain in a clear way how decisions or choices 
were made, what they were based on, how steps in a 
selection process were made, provide information 
grounds to justify and answer claims of bias or dis-
crimination, and show compliance. All these are 
enabler of fairness and lawfulness of the data pro-
cessing activities from the legal framework. Trans-
parency in criminal intelligence analysis is an im-
portant requirement for maintaining respective LEP 
(Legal, Ethical, and Privacy) guidelines. This is the 
property that all operations on data including legal, 
technical and organizational setting and the corre-
lating decisions based on the results can be under-
stood and reconstructed at any time. So, Transpar-
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ency can be regarded as the underlying foundation 
of the analytical provenance. As well as analytical 
activities performed by analysts should be recorded 
for supporting accountability for particular action of 
analysis process. Analytical provenance data has got 
greater influence in this regard. 

Capturing analytical provenance has also got 
significant role in criminal intelligence analysis, 
because the legal directive foresees an obligation to 
provide competent legal authorities with infor-
mation about the processing operation upon request. 
Competent authorities are any public authority or 
any other entrusted body by national law to exercise 
public authority and public powers for the purposes 
of the prevention, investigation, detection or prose-
cution of criminal offences or the execution of crimi-
nal penalties, including the safeguarding against and 
the prevention of threats to public security. Analyti-
cal provenance data can help to validate the pro-
cessing operation in such case. 

To have a better understanding of the require-
ments for analytical provenance in criminal intelli-
gence analysis, we organized a focus group discus-
sion with police analyst end users of the project 
VALCRI[4]. Based on our initial understanding of 
capturing analytical provenance, we developed an 
analytical state capturing prototype and demonstrated 
to police analysts during the focus group. We adopted 
the technique proposed by Walker, et al. of saving 
analytical states as bookmarks for implementing our 
prototype. The purpose of such prototype demonstra-
tion in the focus group was to gather requirements for 
a much larger system as well as to evaluate the pro-
totype. The focus group involved three groups of po-
lice analysts and each group had two people. 

We tested two techniques of capturing analyti-
cal states by using our developed prototype - 1) 
Capturing a URI. 2) Capturing event properties to 
save and restore analytical states automatically. We 
also tested these techniques on two separate visual-
izations, using the Canadian Crimes by Cities 

1998-2012 dataset for Geo-Spatial Temporal[16] 
(GST) crime analysis and VAST Challenge 2015 
dataset for Call Data Records (CDRs) analysis[17]. 
This system automatically logs information about 
the user’s interaction with system as well as saves 
corresponding state data into database and shows 
the preview of the analytical state at front-end along 
with meta information on tooltips by using which a 
captured state can be restored again. The event 
based approach out of these two techniques that we 
followed to develop our initial prototype, provided 
us better results for capturing analytical states even 
at a granular level. 
3.1  System requirements (SysReqs) 

Based on the prototype development experi-
ence and realization from the focus group demon-
stration, we identified following system require-
ments for supporting criminal intelligence analysis. 

SysReq1  Different techniques should be 
supported for capturing and recording analytical 
provenance information. 

SysReq2  A standard mechanism should be 
referred to the discovery of an analytic provenance 
state object and a representation model should be 
used. 

SystReq3  Different levels of granularity 
should be used in describing analytical provenance 
of complex state objects. 

SysReq4  Analytical provenance data needs 
to be stored, logged, and versioned to allow captur-
ing of states. 

SysReq5  The system needs to scale with 
large amounts of recorded analytical provenance 
data and lots of analyst end-users. 

SysReq6  Analytical provenance information 
needs to be able to be easily queried. 

SysReq7  Different levels of security are 
needed to provide access to analytical provenance 
data.  
3.2  Police analyst requirements (AnaReqs) 

The police analysts currently record their 
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thoughts in their diaries or spreadsheet manually 
and found this process cumbersome and ineffective. 
The police analysts found the demonstrated concept 
of analytical states capture and restore, and auto-
matic state suggestion system could be effective for 
their work-flow. Based on the focus group we iden-
tified five potential end-users for an analytical 
provenance capturing system to support criminal 
intelligence. These include police analysts, analyst 
trainers, researchers, managers, and auditors. We 
now outline the identified requirements of the 
five-end users based on the focus group. 

AnaReq1  Analysts need to see different rep-
resentation techniques for visualizing analytical 
provenance data. 

AnaReq2  Analysts need to be able to com-
pare different analytical provenance information.  

AnaReq3  Analysts need to validate whether 
captured analytical provenance information is of 
adequate quality for evidence.  

AnaReq4  The provenance information needs 
to show whether laws, rules and regulations have 
been correctly adhered to. 

AnaReq5  Analysts must be able to step-back 
and step-forward through the states they have cap-
tured in the past to see what actions they performed 
in the system. 

AnaReq6  Analysts need to be able to record 
a set of macro states to perform a collection of op-
erations on different sets of data. We also call this 
Repetitive Replicating Playback (RRP). 

AnaReq7  Analysts need to be able to anno-
tate provenance information about different states. 

AnaReq8  Analysts (based on role) must be 
able to turn off automatic logging of the provenance 
capture method. 

AnaReq9  Trainers should be able to use the 
system to train new analysts. 

AnaReq10  Auditors should be able to use 
the system to examine the kinds of activities ana-
lysts are performing and to generate reports. 

AnaReq11  Managers need to be able to 
monitor what their police analyst colleagues are 
working on and see summaries of information. 

AnaReq12  Researchers need to be able to 
use the system in conjunction with analysts to un-
derstand how to effectively perform criminal intel-
ligence analysis. 

4  System design 

To meet different system requirements (SysReqs), 
we progressed developing a widget named as PROV 
and proposed a protocol for it to capture analytical 
provenance data from AUI which was developed by 
following modular software design technique, con-
sisting of many widgets and heterogeneous plat-
forms. In modular architecture, functionalities are 
separated into independent, interchangeable mod-
ules such that each contains all necessaries for it’s 
own execution for distinct purposes. The proposed 
protocol as shown in Figure 1 supports such system 
to generically capture/restore analytical provenance 
states or workflows both automatically and manual-
ly. The whole architecture has been divided into 
following functional sub-sections. 

AUI Widgets  The widgets are analyst’s vis-
ual interface for their scientific computations mostly 
built using different Javascript libraries on Google 
Web Toolkit (GWT) framework by following MVP 
(Model, View, Presenter) design pattern. They have 
been integrated into shell presenter of the AUI sys-
tem that inherits widget attachment information 
from an Abstract Presenter, so that attachment of 
widgets can be tracked at any time. Few groups of 
widgets support interactive cross-filtering among 
themselves for computation purpose as shown in 
Figure 1. 

Data Channel  The AUI system has been 
built by using Errai GWT-based framework for 
supporting uniform, asynchronous messaging ser-
vices across the client and server end through it’s 
Remote Procedure Call (RPC) service. The data 
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channel is the presenter of messages generated by 
the interactions during the analysis process. These 
messages are consisting of two types of data i.e, 
metadata (MDATA) generated upon user’s interac-
tions and statedata (SDATA) are accumulated states 
data of different widgets after interacting.   

Provenance Service  As shown in Figure 1, 
provenance service is the middle-tier server which 
co-ordinates with the tier-1 requests from clients 
and tier-3 data storage system. Provenance Service 
has got two vital roles: 1) Provenance Service Im-
plementer. 2) Provenance Manager. 

Provenance Service Implementer  SAVE/ 
QUERY SERVICES for provenance data i.e, log 
data and state point information as shown in Figure 
1, are implemented by this role player into our sys-
tem.  

Provenance Manager  While user interac-
tions on AUI widgets occur, the interacted widgets 
initiate provenance service by broadcasting 

Statechange message to Provenance Manager. A 
Staterequest message is broadcasted by the prove-
nance manager to receive state & state change in-
formation from different widget presenters through 
a stateresponse broadcast message.  This is how 
provenance manager becomes aware of the state 
changes of AUI system. Not only state changes but 
also provenance manager observes attachment re-
quests into provenance system from different widg-
ets through a request handler so that it can provide 
information on demand. These are all discrete 
events not dependent on user interactions as shown 
into Figure 1.  

State Point Capture  The analyst fires an 
event for capturing his/her intended analysis state. 
The most recent state point received into Prove-
nance Presenter from Provenance Manager gets 
saved into data storage and creates an image as state 
point preview into provenance view prov as shown 
in Figure 2. 

 
Figure 1  data flow diagram of the provenance visualization system for analyst’s user interface (AUI) 
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State Point Restore  The analyst clicks on 
the state point preview to restore his/her previous 
analysis. A State Point loadrequest with it’s corre-
sponding id is sent to After receiving enquired state 
from data storage, Provenance Manager broadcasts 
this as a stateprevious message (Figure 1) so that it 
is received by the widget to restore the analysis state 
back to the analyst. 

Provenance Data-Storage  All provenance 
data are currently stored into and queried from vir-
tuoso universal server as RDF graph data format by 
using our developed REST (Representational State 
Transfer) API for the AUI system. Currently prove-
nance data is stored along with our preliminary ver-
sion of developed analytical provenance ontology. 

5  Provenance visualizations 

The PROV system supports police intelligence 
analysts (end-users) requirements (AnaReqs) for 
their visual judgmental process during crime analy-
sis. This system has several interactive visual panels 
for captured analytical states representation, data 
querying in multi-ways and saving/replaying dif-
ferent workflows. Following sub-sections describe 

these visualizations which have been developed by 
using our proposed data manipulating protocol to 
query/access database and event based technique to 
capture different analytical states.  
5.1  States representation 

To meet police analyst requirement AnaReq1, 
our developed provenance visualization system can 
capture different analytical states of AUI (Analyst’s 
User Interface) and saves them as snapshots to show 
their previews (Figure 2). As well as to meet 
AnaReq7 and AnaReq8, currently annotations can 
be added and viewed again on tooltips upon interac-
tions with saved analytic states (Figure 2). Prove-
nance data can be captured either manually by the 
analysts or automatically by the system as log.  
5.2  Repetitive replicating playback (RRP) system 

The gathered requirements from police analyst 
end users as described into AnaReq2 and AnaReq6 
were to record step-by-step analytical processes and 
use them for different other dataset to compare re-
sults. During the focus group that we arranged, they 

said “…we would like to be able to record a number 
of actions if some tasks are more standardized. 
(start/stop recording). Therefore want to use the 

 
Figure 2  Manually captured states panel with annotation add/edit and an automatic log panel for analyst’s user interface (AUI)  
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same tasks/ask the same questions for another case 

with similar data…”. To develop such record/replay 
system we propose a model as shown in Figure 3 to 
support of analyst’s requirements. We call this Re-
petitive Replicating Playback (RRP) system as 
shown in Figure 4. 

 
Figure 4  Repetitive Replicating Playback (RRP) System shows  

results with source state id information after running macro  
operation on saved group of states  

The Analyst’s User Interface (AUI) is consist-
ing of many widgets developed under heterogene-

ous platforms. Therefore challenges are there to find 
out methods while reapplying insights to a new da-
taset into such environment. 

North et al[3] identified that analysts often uti-
lize multiple tools simultaneously which renders the 
use of existing methods inadequate. Our proposed 
RRP supports this problem very well for record-
ing/replaying WorkFlow (WF) in a heterogeneous 
environment. The RRP cycle is consisting of replay, 
compose, reuse, retain and compare steps. We tested 
this model by implementing into AUI for replicating 
WFs on different set of crime data and compare re-
sult set with selected previous states to gain new 
insight. After “Replaying” each RRP state (consist-
ing of previously captured group of states), we find 
automatically captured states (as result) to “Com-
pare” with their corresponding previous states. 
Composition of such RRP states can be modified by 
adding, deleting or reshuffling all of their contained 
previously captured analytic states. We can “Com-
pose” new RRP state by making selections from 

 
Figure 3  The RRP Cycle 
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States and RRP panels and save (“Retain”) them for 
future use. 

One of the challenges to “Reuse” captured an-
alytical states is to be able to formulate queries that 
retrieve and employ traces in order to fulfill an ana-
lyst’s information needs in a user-friendly way. It 
involves formulating ad-hoc traceability queries, 
allowing interactive filtering of retrieved analytic 
states and ad-hoc query refinement. We visualized 
all RRP states (consisting of previously captured 
analytic states) on a timeglider as a group of states 
organized in a temporal order (Figure 5). States can 
be searched/filtered by types and/or users. As well 
as states sequences can be represented (highlighted 
in yellow colour) as shown in Figure 5 to show the 
analysis steps temporally. Also states can be traced 
back by using temporal information (gliding the time-
line or using calendar). Our developed RRP (Repeti-
tive Replicating Playback) system includes W3C 
PROV-AQ: Provenance Access and Query standard[18] 
factors i.e, Recording – represent, denote; Querying – 
identify, pingback; Accessibility – locate, retrieve. 
5.3  Analytic path 

To understand the relationships among reason-
ing steps we implemented “Analytic Path” (Figure 6) 

as a tool for visualizing analyst’s activities through 
interactions with the visualizations. Intelligence 
analysis is not practiced exclusively as a solitary 
activity. So, in a collaborative environment of crim-
inal intelligence analytic provenance can add con-
siderable value, where it must be communicated and 
shared among teams. Additionally, by allowing 
communication and sharing of information, visual 
representations of analytic provenance data will 
support analyst’s ability to identify and work with 
the desired information. So far the application of 
analytic provenance system supports sensemaking 
for individuals. In case of more than one analyst 
working together for a specific problem, automati-
cally recorded interactions can help to understand 
their thinking processes. 

The RRP (repetitive replicating playback) pan-
el supports to create a composition of captured ana-
lytic logical states which can be applied back again 
on different other scenarios. All such captured visu-
al analytic states can be replayed back again and 
visualized as a colour coded users’ actions network 
known as “Analytic Path” to show analysts’ higher 
level subtasks (Gotz, et al[19]) through low level ac-
tion sequences i.e, Seq.#001 A→B→D→E→G, 

 
Figure 5   Visual representation of saved RRPs into macro panel to trace states back by time gliding,  

colour coded users (analysts) filtering, keyword searching and selecting from RRP list 
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Seq.#002 A→C→I,…, Seq.#N as shown in Figure 5. 
The incidence nodes of “Analytic Path” network 
can be computed by following our proposed com-
positionally reductive framework for the contextual 
information of complex analysis. To illustrate the 
idea, let’s assume P(S) is a semantic state composi-
tion function P(S), where S is an analytic state. 

So, P(S) = S.   
For the Seq. #001, it can expressed as – 
P(SA) = SA 

P(SB) = SB 

P(SD) = SD 

… 
P(Sn) = Sn, , where n is the number of nodes. 
Thus we computed the nth state Sn as P: 

SA,B,D,…,n−1→ S n .  

Composition function of different analytic 
states can be expressed as  

P(SA) P(SB) = P P(SA,SB)={SA,SB} = SA,B  
P:SA→SB 

P(SB) P(SD) = P P(SB,SD)={SB,SD} = SB,D  
P:SB→SD 

… 
P P(SA,B,D,…, n−1, Sn) = {SA, SB,…, Sn} 
P: SA,B,D,…, n−1→Sn= SST, where SST is a  

Sub-Task State (Gotz, et al[19] 2008) through low 
level actions or events. All other low level action 
sequences Seq. #002, Seq. #003,…, Seq. #N can be 
computed in the same way.  

The tool “Analytic Path” supports saving of 
mapped analytical states into and loading back from 
data storage. It allows combining such multiple 
maps together to make a visual story of the group 
analysis process. It also supports adding, deleting, 
editing or rearranging different branches with users’ 
colour codes, consisting of annotations set by ana-
lysts along with captured states. This is known as 
“Schematization” of the reasoning process as shown 
in Figure 7. 

Schematization is the process of organizing 
findings in some way that can trigger new insight. 
Pirolli & Card[20] suggest the need for tools to facil-
itate the schematization such as visualizing findings 
based on their temporal or spatial information. Ac-

 
Figure 6  Analytic Path showing annotations set by analysts with captured states & their relationships based on interactions with colour coded users 
(analysts) information. States can be selected from States Panel & RRP (Repetitive Replicating Playback) list of Analyst’s User Interface (AUI) of the 
project VALCRI to load analytic path for understanding intersections of analytical states captured by different analysts during their analysis process 
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cording to their sense making model, analysts seek 
information, search and filter for more relevant one, 
read and extract evidential information, and organ-
ize it into some schema. However, we find that the 
sense making loop is well elaborated through dif-
ferent sense making activities in the “Data-Frame 
Model” proposed by Klein, et al[21]. These 
sensemaking activities are connect data to a frame, 
elaborate a frame, question a frame, preserve a 
frame, and reframe. According to data-frame mod-
el’s terminology, the analyst tries to match some 
data to create an initial frame. When encountering 
new data, the analyst can either add it to the frame 
to elaborate the frame (if it fits to the frame) or re-
move existing data (if it cannot fit the frame any 
more).  

The analyst starts questioning the frame when 
they detect inconsistencies between data, or poor 
quality data in the frame. Then, they need to decide 

between preserving the frame by looking for more 
data, or reframing it by comparing it with other 
frames, or seeking a completely new frame (Klein et. 
al.[21]). Our developed analytic Path supports sche-
matization in a visuo-spatially manner for iterative 
and dynamic nature. Takken, et al (2013) found that 
when people directly manipulate data, for example, 
by moving individual pieces of information to cre-
ate temporary groups or sequences, or eliminating 
pieces of information from a group; this can en-
hance their sense-making and analytical reasoning 
ability by helping them discover new explanatory 
relationships created by the rearranged pieces of 
information. They have named such technique as 
“Tactile Reasoning” which is an interaction tech-
nique that supports analytical reasoning by direct 
manipulation of information objects into graphical 
user interface (GUI). 

We have developed Analytic Path (Figure 6) in 

Figure 7  Schematization of Analytic Path in a visuo-spatially manner. 
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a visuo-spatial manner is because it enhances the 
ability to process and interpret visual information 
about where data objects are in space and over-
comes the shortcomings of existing tools to visually 
represent and support schematization in a collabora-
tive environment. We visualized all of these ana-
lysts’ reasoning provenance information (annota-
tions) as bookmarks on a time glider to provide their 
temporal information (Figure 5). The colour coded 
lines help to distinguish each analyst’s reasoning 
contribution. As shown in Figure 7, analysts can 

integrate   and disintegrate  data to 
create a New Frame. They can drag the data and add 
it to an existing frame (Elaborate Frame). As well as 
they can disintegrate a piece of annotation data and 
drop it onto the void space (Preserving a Frame). 
The Dotted Rectangles into Figure 7 shows the 
Parent Nodes of data pieces “Drug Dealing”, 
“Criminal Damage” and “Burglary” into Analysis 
Space and more about their spatial information into 
“Data Space”. As well as “Dotted Curves” into 
analysis space shows their new nodes to be added 
with. As well as analysts can release an existing 
frame onto void space to make all it’s attached 
pieces of data free for rearrangement to add/delete 
new/existing pieces of annotation data. This how if 
the analyst thinks about any frame that it is com-
pletely wrong, he/she can construct a new frame 
(Reframing). The analysis space can panned, 
zoomed in/out and adjusted to scale and view the 
whole analysis in detail by using keyboard short 
keys. As well as schematization of annotation data 
can be saved into data space. 

6  Evaluation 

We conducted an evaluation with our police 
analyst end-users to elicit subjective feedback on 
our prototype. We wanted to evaluate how the 
provenance visualizations support analysis and rea-
soning about data for deriving relevant knowledge 
in criminal intelligence. The evaluation involved 

qualitative focus groups. We had three groups of 
analysts who participated in pairs. Each pair was 
from a different police organization. The procedure 
of the focus group involved demonstrating the pro-
totype, illustrating the visualizations for different 
tasks, and obtaining feedback. Each group had 30 
minutes for the demonstration and feedback. We had 
separate observers during the focus groups that rec-
orded notes, ideas, and feedback from the end-users. 
We now report on the feedback as recorded by the 
observers, based on five questions as follows. 

Question 1: What is the purpose and value of 
the component? 

P1: The goal of the tool is to track the analyst’s 
work and save what has been done enabling the lat-
er retrieval. It will capture the data from the inter-
face and information on the users’ interactions. The 
analyst will be able to “bookmark” a particular stage 
in the process and save it as part of the provenance 
record. 

P2: Track and capture what has actual been 
done. Bookmark and save as a provenance compo-
nent The idea is to be able to capture data from the 
interface and user interactions. 

P3: Capture different states in time. Retrace 
earlier states system and user provenance. 

P4: Capturing analyst’s use of the system. 
Capturing anything happening from analyst’s point 
of view and data point of view. Provenance refers to 
a historical record of the process taken or employed. 
Tool offers a capture mechanism. 

Question 2: Is the purpose and value clear to 
End Users? 

P1: Yes. The end users confirmed it is useful 
for the analyst to save the current state and be able 
to get back to it. Also, it is helpful if the analyst can 
automatically save the progress and get back to 
states they didn’t save. Finally, the tool would allow 
the supervisor to trace the reasoning of the analyst. 

P3: Once conceptual architecture, was dis-
played and explained, the Users really understood 
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the component. 
Question 3: What do End Users like or dislike 

about the component? 
P1: The end users enjoyed the ability to get 

back to a certain significant point in time. They are 
interested in process playback not typical video 
playback (i.e. the re-run of the process which pro-
vides clear understanding of its various stages and 
components, not an overall view of what has hap-
pened and when). 

P2: Feel that it could be of use to them as they 
don’t do something like this already Able to go back 
through the provenance log to a specific point and 
save is good Would like to be able to record a 
number of actions if some tasks are more standard-
ized. (start/stop recording). Therefore want to use 
the same tasks/ask the same questions for another 
case with similar data (i.e. Macros). Want to be able 
to see previous action recommendation system 
could be useful. 

P3: Generally very useful. Particularly if you 
have several pieces of work in progress and you 
may not work on one for 2/3 weeks and have to 
come back to it. “Adding notation would be bril-
liant”. Good basis for training for inexperienced 
analysts. Being able to pause the training and show 
what an experienced analyst would do. Ability to 
find new information and go back to and older state 
and add the information. The ability to demonstrate 
that you have previously saved states that are similar. 

P4: Analysts have no way of capturing the data 
except in log-book. This is difficult to do given 
workload so tool is very helpful to this end. Like the 
ability to annotate Guides Tool offers a good basis 
for training; follow in the footsteps of an analyst 
using the provenance tools Like the tool they can 
reconstruct the path the analyst took over time. 

Question 4: What features or functionalities 
would End Users like added, changed or removed?  

P1: The end users suggested the recoding of 
the set of actions, not states, and then applying it to 

a new case in the same data set, the feature resem-
bling macros in Excel. 

P2: Would like to be able to record a number of 
actions if some tasks are more standardized. 
(start/stop recording). Therefore want to use the 
same tasks/ask the same questions for another case 
with similar data (i.e. Macros). Want to be able to see 
previous action recommendation system could be 
useful. 

P3: Ability to “play” through the saved states 
P4: Analysts log in for system of auditing and  

performance. 
Question 5: Overall, is the End User group’s 

assessment positive, negative or neutral?  
P1: The assessment is positive. The ability to 

record the macro would be useful for repetitive tasks. 
The ability to review the history of the analytic 
process would provide useful insight into the 
evolving judgment. 

P2: If you’re doing the same task everyday then 
a Macro would be useful, but Guy wouldn’t find the 
history side of things as useful as Mark would. Es-
sentially a hypothesis flow Playback definition – 
process playback – re-run the process. 

P3: Overall, very positive. 
P4: Positive 

6.1  Purpose and value 
All the end-users understood the purpose of the 

prototype to log and track analytic workflow in the 
VALCRI[4] system. They claimed that this task 
would add value to what their current workflow 
processes are, as it would allow them to track what 
they were doing on a daily basis and analyze what 
they had done previously. They deemed these tasks 
to add value, as it is necessary to explore different 
analytic pathways, or to even pick up and validate 
the work of others. 
6.2  Strengths and weaknesses 

The biggest strength as reported by all the 
end-users was that the tool tracked the tasks they 
were performing as well as the ability to bookmark 
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certain parts of the interface they were working with. 
The tracking and book-marking feature was found 
to be useful as they could come back to a previous 
state where they had been working and continue to 
work from that state. 
6.3  Improvements 

Different features were suggested by some of 
the analysts for addition to the prototype. They 
would like to see a team leader login part, which 
can monitor the activities of all analysts. The pur-
pose for doing so is they can see at what stage an 
analyst is working on within a crime investigation 
and to get reporting features based on the progress 
of analysts. They would also like to be able to add 
outcome reports to different stages of the analytical 
path. Being able to summarize information through 
annotations and free text will enable analysts to 
record some of their thoughts when investigating a 
crime. 
6.4  Satisfaction 

The overall assessment of the prototype by all 
the end-users was very positive and they were satis-
fied with the progress of the prototype. All the ana-
lysts felt that the different provenance features could 
add value to what they are currently doing and to 
help make more effective decision making for 
criminal intelligence analysis. 

7  Discussion and conclusion 

The key to this research on analytic prove-
nance is the belief that by capturing user’s interac-
tions with a visual interface, some aspects of the 
transparency of user’s reasoning processes can be 
retrieved. To correlate analyst’s interactions with the 
visualizations for his/her reasoning process, the an-
alytic provenance research needs to start with the 
understanding of how information is perceived by 
the user. We conducted a focus group discussion 
meeting with the police analysts to understand their 
needs for analytic provenance visualization. As the 
user interacts with visualization, the series of inter-

actions can be considered as a linear sequence of 
actions. So, how can these analytic provenance in-
formation be captured — is still an open challenge. 
We have implemented our proposed protocol for 
managing huge analytic provenance dataflow for a 
large complex system like Analyst’s User Interface 
(AUI) of the project VALCRI[4]. Once the user’s 
provenance data has been captured, the challenge 
becomes making sense of the provenance. As noted 
by Jankun-Kelly et al.[22] history alone is not suffi-
cient for analyzing the analytical process with visu-
alization tools. Often, there are relationships be-
tween the results and other elements of the analysis 
process which are vital to understanding analytic 
provenance. Our provenance visualization system 
can also capture analytical relationships automati-
cally. We have developed an analytic process map-
ping system named as “Analytic Path” to visualize 
those related process sequences for multiple ana-
lysts working in a group.  One of the research 
goals in analytic provenance is to be able to auto-
matically reapply a user’s insights to a new data or 
domain. It refers to the utilization of specific 
knowledge of previously experienced, concrete 
problem situations or cases. By employing such 
repetitive process, the analyst can solve a new 
problem by finding a similar past case, and reuse it 
in the new problem situation. We have developed a 
Repetitive Replicating Playback (RRP) system, 
where analysts can use their previously saved group 
of analytic states, apply to new dataset and see the re-
sults. We have tested our proposed way of capturing 
event-driven analytical provenance by developing 
visualization prototypes based on police intelligence 
analysts’ requirements and found it supports the chal-
lenges of five interrelated stages of analytic prove-
nance generically, as suggested by North, et al[3] i.e., 
perceive, capture, encode, recover and reuse.  

According to Gotz, et al’s[19] hierarchy of ana-
lytic behaviour, the sub-tasks at higher-level have 
more concrete states with rich semantics into prov-
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enance-aware analytic process comprising of inter-
actions for understanding human intention and 
computational elicitation. Semantics of interactions 
that occur during switching among multiple visual-
izations hasn’t been addressed into this work. Also 
this work hasn’t addressed the coupling between 
cognition and computation through interactions 
during analytic processes. As well as for 
sensemaking or computational problem solving 
during crime analysis in criminal intelligence and 
the analytic processes, require insightful alignment 
with the visualizations for supporting analyst’s 
thought processes. The current developed visualiza-
tions have got limited support in this regard, which 
we are still working on. 

Our future endeavour for this work is to add 
few more features with our current system i.e., cre-
ating case specific new provenance capturing space 
with pluggable annotation system and tag them. Al-
so developing a document trail system by using at-
tached crime reports with the annotations will be 
useful as identified by the police intelligence ana-
lysts. We also aim to develop an ontology for ana-
lytical provenance, which is currently absent into 
W3C standard[18] for describing and integrating an-
alytical states from different sources. As well as 
visualizing evolution of ontology is a crucial issue 
to understand the way knowledge evolves form one 
state to another during analyst’s analytical process 
and that is a potential area of research. 
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